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ABSTRACT

Wireless Sensor networks have immense applications in areas with_ne fixed infrastructure. Sensor nodes possess
limited computing capability and energy resource. The optimal use of resources s €rucial 4ft” resource-
constrained wireless sensor networks to increase the netwark lifetime. Onegof the most successful routing
protocols that increase network life time is LEACH- Low Energy Adaptive Clustering Hierarchy. The energy
issue has been tackled in this paper by using a variantief. LEACH which takes into account the residual energy
of all the nodes during cluster head election. Jihis increases the life time*ef the network. Besides prolonging the
network lifetime, fulfilling security requiréments, is vital as' wireless sensor networks are generally applied in
crucial applications where security plays an important‘rale. To €nfereegSecurity, the paper has implemented
Secure and Efficient data Transmission - Identity“Based Online/Offline digital Signature scheme and has
enhanced it for inter-cluster \moevement of nodes. Theidata frem sensor nodes has been encrypted using
Advanced Encryption Standard ‘algorithmpAn_attempt has been made to increase data efficiency by increasing
network lifetime. The experimentaliresult by cansideringsthe residual energy of nodes for threshold calculation

provides high data efficiency.

I INPTRODUCTION

In recent decades,a lot of technological achievements have taken place in the field of wireless networks, which
are now widely“deployed and highly developed. A wireless sensor network (WSN) consists of spatially
distributed autonomous sensors which are capable of monitoring physical or environmental conditions, such as
temperature, sound, pressure, etc. and then passing their data through the cluster head to a trusted authority
which is a base station (BS). Sensor network contain battery powered wireless devices. They have limited

storage, processing, communication and sensing capabilities [1][2][3][4].

WSNs are applied in many fields including military[5][6], intelligent buildings, intelligent transportation, smart
home systems and environmental monitoring[7]. The routing algorithms which have been designed for

traditional wireless networks may not be directly applicable to WSNs. The energy efficient routing protocols in
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WSN can be classified into three categories: data centric protocols[8][9], location based protocols[9] and
hierarchical protocols[10][11][12].

The availability of resources is limited in a wireless sensor networks. There should be optimal use of resources
to increase network lifetime. Another aspect of equal importance is providing security which has great number
of challenges because of many reasons like broadcast nature of wireless communication, limited resources,
unattended nature of application and being prone to physical attacks[13][14][15]. The most successful approach
that organizes the network into a connected hierarchy is clustering. Clustering maximizes node lifetime and
reduces bandwidth consumption by using collaboration among sensor nodes[16].4In this.scheme, each cluster
region should have a cluster head (CH). Cluster head acts as the coordinator nadle and perfarms the special tasks
such as data aggregation from all sensor nodes under it, before sending“it t0,BS.A base station is a fixed
communications location which is responsible for collecting information from“thecldster head andacts as a
Trusted Authority(TA)[17]. The node with the highest amount of.ehergyiis elected as cluster head(CH)[18].

Several clustering algorithms have been proposed in the last decade. LEACH(ow Energy ‘Adaptive Clustering
Hierarchy) is one such algorithm. LEACH also provides efficient routing by using-cluster fermation. It uses the
mechanism of CH rotation by random selection of @Hufer. each round. Each node carries an equal probability of
becoming the CH. The advantage of LEACHSalgorithm_is\that it balanees energy/ consumption and therefore
leads to increase in the network lifetime,sOverceming the various limitations of LEACH, other LEACH based
protocols have been proposed such as Hierarchical-LEACH,CEAEH-Fixed, LEACH-Centralized, Energy-
LEACH[19].

Addition of security to LEACH like pretocol is demanding.dueto its random dynamic nature. To achieve this,
encryption and authentication should be“used. Waost of thesexisting wireless sensor network security protocols
make use of variations of symmetric key, MACJ20] and pre-distributed key[21][22] schemes to provide

confidentiality; integrity and authentication of every node.

This paper maximizes netwerk lifetimé bysSelecting the CH based on residual energy of sensor nodes. This
paper alsoitackles and enhances, variods security issues like confidentiality and authentication. To maintain
confidentiality,hit uses Advanced Encryption Standard(AES) which provides high security with low energy
consumption[23]. Te provide authentication, it implements digital signatures by using identity information of

the sensor nodes.

1.1 Literature Survey

Clustering is considered as one of the techniques prolonging the lifetime of WSN especially in a Cluster-based
WSN (CWSN), since there is a cluster head node for every cluster. The function of the Cluster Head(CH)is to
aggregate the data collected by each and every leaf node and send the aggregated data to the base station (BS).
The LEACH (Low-Energy Adaptive Clustering Hierarchy) protocol presented by Heinzelman et.al. [24][25] isa
widely accepted and popular one[5]. It balances and reduces the total energy consumption of CWSN. LEACH
randomly rotates cluster heads among all sensor nodes so that the energy of a single node is notdrained as a CH.
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There are many limitations of LEACH such as there is no mechanism for uniform distribution of cluster heads
and does not consider energy of the nodes during CH selection process. On the basis of the LEACH, a number
of protocols have been presented such as APTEEN, PEACH, LEACH-F, LEACH-C, E-LEACH, V-LEACH, H-
LEACH which use similar concepts of LEACH[18][24].Ensuring security in LEACH based protocol is
challenging as the network’s cluster and data links are rearranged dynamically, randomly and periodically[24].
Some secure data transmission protocol based on LEACH have been proposed in recent years like
SecLEACH][24][26], GS-LEACH][27] and RLEACH]28]. Most of the existing secure protocols use symmetric

key management for security.

This suffers from a problem called orphan node problem. The problem occurs when a nede does not share a
secret key with others. Thus the secret key is not present in the preloaded kéyiring. Also the/key,ring may not be
large enough to store the keys of all nodes in a large network. In sueh cases, orphanynodes elect themselves as
CHs. If this continues, then there will be more number of CHs whi€h leads to higher eonsumptions of gnergy. In
1978, Ron Rivest, Adi Shamir, and Leonard Adleman proposed the RSA algorithm at MITh Thi§ exploits the

difficulty of factoring large numbers to ensure security. This algerithm,also'provides,the authorization using the
digital signatures. In 1984, Adi Shamir proposed the ID-based cryptography system[29][30][31]. This was an
extension of RSA[32]. In this, identity informatief‘is‘used to create digital signature. /The identity information in
a WSN can be a name, node number or thedlP address. The Identity Basedpdigital Signature (IBS) scheme has
been proposed taking into account difficultyy of factoring integer from identity based cryptography
(IBC)[24].1BOOS scheme has been proposed aiming tofreduce the‘computation and storage costs.

The identity based cryptographieyschemeshave been recently,extended to Wireless Sensor Networks[2][33]. In
2013, Huang Lu, Jie Li, Mohsen\Guizanishave proposed two protocols SET-IBS and SET-IBOOS for WSN’s
based on IBS and IBOOS respectively[24].SET-IB@OS.is a protocol to authenticate the encrypted sensed data,
by applying digital signatures to message packets. lt'generates offline signature at the cluster head and online
signature at sensor<podes. The SET:IBS and SET-IBOOS protocols have better performance than existing
secure protocols for CWSNSs[24].

1.2 Problem, Statement

The problem of the, existing system using LEACH protocol is that it does not take into account the residual
energy of the nodes.during.cluster head election. The variants of LEACH proposed like F-LEACH, C-LEACH,
V-LEACH also suffer from the same problem leading to reduced network lifetime. Another major issue is

addressing security as WSNs are used in critical tasks[34][35][36].

Several secure LEACH protocols have been proposed like SecLEACH[24], GS-LEACH[27], S-
LEACHI[37][38] which use symmetric key management for security resulting in orphan node problem due to
limited key ring size. This leads to additional cluster head selection and decreases the energy of the nodes which

results in overall network lifetime reduction.
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1.3 Proposed System

To overcome these problems, the paper implements a variant of LEACH which takes into account the residual
energy of nodes during threshold calculation. The security is enhanced by using digital signatures using identity

information.

11 SYSTEM DESIGN

2.1 Design Considerations

This section addresses the various issues that need to be discussed or resolvedébefore attempting to devise a

complete design solution.

2.1.1 General Constraints

The major constraints of the paper have been listed as follows:

e The cluster head election must be done in reasonable am i lection must be
rotated based on energy.
e  The program must be suitably robust to hand ultiple clusters.

e  The system must have NetBeans IDE 6.9.1 or higher

e  The operating system in use must be

2.2 Architectural Strategies

2 insight into the key abstractions and mechanisms

The architectural design process establishes a basic framework for a system which includes identifying the

major components of the system and communications between these components [45].

The figure 2.1 shows the blocks required each block represents a module that is to be developed. Each module is

a function that is to be performed and is itself comprised of smaller tasks.

2.3.1 System Parameter Initialization
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The system parameter initialization is done by the base station. It generates distinctive node IDs and keys which
will be used for encryption and decryption. These are generated for every node in the network. It is then
distributed to the respective nodes. The base station also receives the encrypted data from all the cluster heads.

The base station verifies the signature of a node when it moves from one cluster to the other.
2.3.2 Cluster Formation

A node generating random value greater than the threshold elects itself as the cluster head and advertises itself
to each of the nodes in its cluster. In case of a situation where two or more nodes are’capable of being a cluster
head, the node which first advertises itself will be elected as the cluster head. Thefsensor nodes in a cluster are at
a distance of one hop from the cluster head. The cluster head is also inyolved in the gemeration of offline

signature for each of the nodes in its cluster.

System
Base Station Parameter
Initialization
1D,
Key Encrypted
1D, Data
Key
v
Cluster Cluster
Head Formation Data Transfer
CH
Advertisement Encrypted
Join Data
A 4 Reply A 4
v
Sensor Node Data Upload

Figure 2.1 System Architecture
2.3'3 Data,Upload Process at Sensar Nodes

The sensor nodeysends datagduring the steady phase of every round of LEACH protocol. The data upload
process is involved in generation of online signature generation from the offline signature generated by the
cluster head. The online signature is sent along with the encrypted data to the cluster head for authentication.

2.3.4 Data Transfer Process at Cluster Head

The encrypted data from each sensor node is received and the validity of signature is checked and it is
forwarded to the base station by the cluster head. A fresh signature is generated in each and every round of

LEACH protocol.
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111 DETAILED DESIGN

Detailed Design is a phase wherein further details and algorithmic design of each of the modules is specified.
This section presents the following:

e  Structure Chart

e  Functional Description of modules

3.1 Structure Chart

A Structure Chart depicts the control flow among the units in a system by

The Structure Chart explains the identified units and the interaction between t

There are 4 main modules in this paper:

System Parameter Initialization
Cluster Head Selection
Data Transfer Process

A w0 D

Inter Cluster Movement

The sequence of flow and control of each modu hown ingfigure 5.1. This is a structured chart

that represents all the modules and the data that flow

Cluster setup and
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3.2 Functional Description of Modules

This section contains a detailed description of software components, low-level components and other sub

components of the paper.
3.2.1 System Parameter Initialization module

This section contains some information on the functionality and some software component attributes of the

System Parameter Initialization Module.

Purpose: The purpose of this module is to define the time interval for the rounds of LEACH protocol, namely

setup and steady and generation of ID and Key for each and every node.

Functionality: The functionality of this module is to generate and distri ing to

cluster and generate pair wise key for encryption/decryption.

3.2.2 Cluster Head Selection module

This section contains some information on th ity and some software component attributes of the

Cluster Head Selection Module.

Purpose: The purpose of this module is to s d on random number greater then

calculated threshold value.

Functionality: The functional d selection process and generation of offline

signature.

Functionality: The nality of this module is to generate cipher text and generate online signature. It is

also involved in sending the encrypted data and signature to the cluster head.
3.2.4 Data Upload Module at Cluster Head

This section contains some information on the functionality and some software component attributes of the Data
Upload Module at Cluster Head.

Purpose: The purpose of this module is to receive data from the sensor nodes and forward it to the base station.
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Functionality: The functionality of this module is to receive the data packets from the sensor nodes, verify the

online signature and forward the data to the base station.

3.2.5 Inter Cluster Movement Module

This section contains some information on the functionality and some software component attributes of the Inter
Cluster Movement Module.

Purpose: The purpose of this module is to allow sensor nodes to move from one cluster to another within same

network.

Functionality: The functionality of this module is to verify the online sign r nodes at the base

station and allow it to join new cluster.

This section focused on the detailed design of all the modules. i he key

modules involved in the paper.

IV EXPERIMENTAL ANALYSIS AND RESULTS

This chapter lists the results of the paper and es to be made from the experimental results. The

evaluation metrics have been listed and the ed. The results indicate the

general performance trend of the paper dévelo
4.1 Evaluation Metric

The main metric to evaluate p e i ds in which data is received at the base station

from the sensor nodes. Higher eff

rounds was 24. s the mean value of data round taken out of 3 trials. The system achieves high

performance when t er size is 3 and 4. The data sent by the sensor nodes is received by the base station in

most of the rounds.

20
Number
of ...:::__:::_.:;::55:"' S e
rounds
in which
datais 1 2 3 4 5 6 7

Figure 4.1 Number of rounds in which data is sent for various cluster sizes
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The paper has implemented energy-efficient LEACH, which according to simulation results carried out in [28]
is 20% more efficient than LEACH. The SET-IBOOS protocol has better performance than existing secure

protocols for CWSNs[24]. Since, actual energy consumed cannot be measured in laptops, the results of [24] has
been shown in figure 4.2.

Tol syl ey onumlin )

_________ — LEACH protocol

ET-T= =50 T Py =50
Sirnulaticon tinme (rooand)

Figure 4.2 Comparison of energy consumption in diff

of cluster heads among sensor nodes is fair in all the rounds

unfair distribution of cluster heads among the sensor nodes when the cluster size is 6 and al

10
No. of N
times
elected 0
as CH NODE 1 NODE 2

' ——
Fi 4.3 Distribution of ¢ heads (cluster size = 2)
The figure 4.4 shows the numbe e cluster head for cluster size=3.

No. of
times
elected
as CH

NODE 1 NODE 2 NODE 3

Figure 4.4 Distribution of cluster heads (cluster size = 3)

The figure 4.5 shows«he number of times a node has become the cluster head for cluster size 4.

20
No. of
times 10
elected
as CH 0

Figure 4.5 Distribution of cluster heads (cluster size = 4)
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The figure 4.6 shows the number of times a node has become the cluster head for cluster size 5.

20
No.of |10
~'TH W W m B
elected 0 | | | | :
as CH
NODE 1 NODE 2 NODE 3 NODE 4 NODE 5

Figure 4.6 Distribution of cluster heads (cluster size =5

The figure 4.7 shows the number of times a node has become the cluster head

20

NODE 1 NODE 2 NODE 3 NODE 4 NODE 5 NODE 6

Figure 4.7 Distribution of cluster hea

4.3 Inference from the Result

ster as that of a node with high energy. This paper aims at overcoming this

ration the residual energy of the nodes during cluster head election. The work

enhances security is very crucial in hostile environments such as battlefield scenarios in WSNs. This is

achieved by authentication of nodes by making use of digital signatures. The paper maintains data

confidentiality by providing encryption using AES algorithm. The paper also enhances SET-IBOOS protocol

forinter-cluster movement of nodes.

5.1 Future Work

e The inter cluster movement module can be enhanced for routing through routes of shorter distances via

different cluster head.
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o  Cluster head selection module can be enhanced to avoid election of multiple cluster heads.

e This can be extended for real world application using actual sensors.

e Many other strong encryption algorithms can be used alternately.

e The paper can be enhanced to measure the actual energy of nodes and use this for better threshold

calculation.
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